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Incidents/Articles of Note:

Nearly 35,000 PayPal users had SSNs, tax info leaked during December
cyber attack
FBI chief says he’s ‘deeply concerned’ by China’s AI program
Insider threats become more frequent and harder to deal with
Massive Ad Fraud Scheme Targeted Over 11 Million Devices with 1,700
Spoofed Apps
Yes, your smart TV is spying on you – Here’s how to stop it
Threat intelligence: Security pros identify top benefits
Ransomware revenue drops 40.3% in 2022 as victims show less interest in
paying up
Law enforcement takes down crypto exchange allegedly used to launder $15
million in ransomware payments
DraftKings, BetMGM Impacted By Credential Stuffing Fraud
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Partnering to Safeguard K– 
12 organizations from 
Cybersecurity Threats
There is no more important institution to 
the future prosperity and strength of the 
United States than our nation’s K–12 
education system. K–12 schools and 
school districts have adopted advanced 
networking technologies that facilitate 
learning and make schools more efficient 
and effective. This technological gain, 
however, has introduced heightened risks. 
Malicious cyber actors are targeting K–12 
education organizations across the
country, with potentially catastrophic 
impacts on students, their families,
teachers, and administrators.

View Resource

Article | Nationwide

What to know about the 
current cybersecurity 
landscape
It should come as no surprise that 
cybersecurity concerns are top of mind 
for many business owners. Recent 
years have seen an increased 
frequency of attacks, as well as 
exploited vulnerabilities in the digital 
supply chain. The rise of remote 
working and other pandemic-era 
innovations also have opened new 
avenues for cybercriminals to exploit. 
Businesses are feeling more pressure 
than ever to ensure they keep their 
organization cybersecure.

Read Article

- Tools and Resources -
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Not a VFC Shield Member?

Join Today

Virginia Shield Coalition

"Awareness Through Information Sharing"

------

Useful Links
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N. Chesterfield, VA 23235

Email Coordinator All Products
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The opinions or conclusions of the authors reflected in the open source articles and resources is not
endorsed and/or does not necessarily reflect the opinion of the Virginia Fusion Center. The sources have 
selected to provide you with event information to highlight available resources designed to improve

public safety and reduce the probability of becoming a victim of a crime.
------------
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